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Abstract

We present a routing protocol with Byzantine robustness and
detection. The protocol utilizes a topological map and a
packet forwarding mechanism with fault detection. The cor-
rectness of the protocol is based on authentication of data and
control packets. We also present how such authentication can
be done ecciently using Message Authentication Codes.

1 Introduction

We consider the problem of routing in a highly adversarial
environment where the adversary has penetrated in the rout-
ing infrastructure, i.e. controls one or more routers. Such
adversary can cause network-wide disruption by, for example,
injecting false or confusing routing control information into
the network. Even if routers utilize a topological map rather
than performing topology (or route) discovery, the adversary
can cause network-wide disruption by making arbitrary rout-
ing decisions or congesting the routers by fooding the network
with spurious packets. It can also modify, replay or simply
discard packets coming from other routers.

Our goal is to mitigate the impact of such adversary. We
present a protocol that is able to route packets from source to
destination, provided that a non-faulty path exists between
them, where a fault can be either malicious or the outcome of
an impairment in a link or router. The protocol is e€cient,
in that it routes over a single path, rather than several, can
support links of bandwidth on the order of Gbps at low in-
cremental cost, has low processing requirements on both data
and control packets, as it relies on Message Authentication
Codes for authentication, and detects faults fast, as faults
are detected on a per packet basis, rather than, for example,
being detected from a periodic fault detection mechanism.

The protocol is directly applicable to ..xed infrastructure
networks of moderate size on the order of 50-100 routers.
It constitutes a framework, however, that can be applied to
larger networks or wireless ad hoc ones.

2 Related Work

Perlman [11] classi..es network failures into two types: (i)
simple and (ii) Byzantine. A simple failure is a failure
whereby some node(s) and/or link(s) become simply inop-
erative, whereas in a Byzantine failure some node(s) and/or
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link(s) become faulty, yet they, and possibly the network, con-
tinue to operate, but incorrectly. We say that a routing proto-
col is Byzantine robust if itis capable of delivering any packet
from its source to its destination as long as a non-faulty path
exists between them. We also say that a routing protocol
has Byzantine detection if faulty network components can be
identi..ed. Perlman proposed two types of secure routing pro-
tocols.

The ..rst type is based on use of (a) a fooding-based rout-
ing protocol, (b) reserved busers, and (c) digital signatures.
Flooding-based routing ensures that a packet will traverse
every link and hence reach its intended destination, as long
as a non-faulty path exists. Reserved buwzers, together with
digital signatures, ensure that packets will not be dropped
because of congestion of a node by excessive tra€¢c of packets
(which may arise, for instance, in a DoS attack): digital signa-
tures authenticate the source of each packet, and each buzer
should be allocated to accomodate a packet from its intended
source. Thus, this routing protocol of Perlman is Byzantine
robust in the sense de..ned above. The main de..ciencies of
this protocol are the excessive communication overhead, due
to fooding, the excessive processing overhead, due to digital
signatures, and the lack of Byzantine detection.

The second type of secure routing protocol by Perlman is
based on use of (@) alink state routing protocol, (b) reserved
bucers, and (c) digital signatures. The reserved buzer and
digital signatures serve the same purpose as in the ..rst proto-
col. A basic idea of link-state routing is that each router ..rst
discovers its neighbors and the state of their incident links,
and then broadcasts this information to all other routers in
the network, using link state advertisement (LSA) packets.
Unlike the the fooding-based routing protocol, all routers
now have a topological map, i.e., explicit knowledge of the
network topology. If we assume that there will be no more
than k failures in the network, then forwarding a packet over
k + 1 disjoint routes should guarantee successful delivery of
the packet. Note, however, that this routing protocol is not
Byzantine robust: the existence of a non-faulty path does not
imply existence of k£ + 1 disjoint routes. The disadvantage
of this protocol is its processing overhead, its communication
overhead (routing each packet over several paths) and the
weak Byzantine detection (identi..cation of faulty paths).

Herzberg and Kutten [5] have proposed the combined use of
acknowledgements, timeouts and fault announcements, to de-
tect packet forwarding faults and have recognized its potential
to detect Byzantine faults. They present one communication
optimal and one time optimal protocol as well as protocols
that trade-om@ communication and time optimality. The pro-



tocols are presented in an abstract model, a realization of
which is our routing protocol of Section 3.

Herzberg and Kutten leave the construction of a routing
protocol from their fault detection protocols an open problem
(We use the term routing protocol in its broad sense, to refer
to the function of delivering packets from source to destina-
tion). For example they do not consider issues such as au-
thentication mechanisms, reserved buzers and sequence num-
bers. Our routing protocol could use any such fault detection
protocols. However, we note that both communication and
time optimal fault detection protocols have the same worst-
case fault detection time in our routing protocol, triggered
by an adversary that is dropping destination ACKs rather
than packets. Since the source cannot distinguish whether the
packet or the ACK was dropped, from a routing protocol per-
spective the same packet may have to be retransmitted. We
therefore argue that time complexity should be addressed at
the routing protocol level rather than with the fault detection
mechanism alone. The importance of considering the routing
protocol is also argued by the fact that Herzberg and Kutten
imply that fault announcements should have global signi..-
cance. In our routing protocol fault announcements should
only be relevant to the source as faulty sources can trigger
fault announcements for non-faulty links.

Bradley et al. [3] propose a protocol for detecting and
avoiding routers that are dropping or misrouting packets. It
isbased on (a) link state routing, and (b) the “conservation of
Ffow” principle. They assume that there is at least one good
neighbor to an adversarial router that may drop packets. The
conservation of fow can be tested if we let the routers count
the number of bytes which enter and leave their interfaces and
they announce this information periodically. When a router
detects that a neighbor router is misbehaving, it invalidates
the link to this router. Protection against traditional DoS in
which misbehaving routers congest the network is not consid-
ered. The fault detection mechanism is triggered periodically,
which results in delayed detection of faults.

Awerbuch et al. [2] propose a protocol that detects packet
forwarding faults and attempts to route around them. The
protocol uses a probing technique and acknowledgements not
only by the destination but also by intermediate nodes. The
additional overhead of several ACK’s for every packet is not
justi..ed in the paper. Protection against traditional DoS in
which misbehaving routers congest the network is also not
considered. An interesting feature of this protocol is that the
fault detection mechanism is enabled only if throughput is
succiently low.

Marti et al. [7] propose a protocol for detecting and avoid-
ing routers that are dropping or modifying packets in a mobile
ad hoc network (MANET). Itis based on the Dynamic Source
Routing (DSR) protocol. In a MANET, neighbor routers
share the communication medium, therefore routers operat-
ing in promiscuous mode can verify whether their neighbor
routers drop or modify packets. In [7], detection of such mis-
behavior is followed by an announcement of the misbehaving
router. This protocol is vulnerable, among other things, to
collusion and false misbehavior reports.

Other work in secure routing [4, 10, 8, 6, 13, 14] is about
protecting topology (route) discovery, that although impor-
tant is not the focus of this paper.

3 The Protocol

In this section we present a routing protocol with Byzantine
robustness and detection. Byzantine robustness means that
the protocol routes packets from source to destination as long
as a non-faulty path exists. Byzantine detection means that
the protocol identi..es faulty links. We ..rst give a de..nition
of what constitutes a faulty component and then justify this
de..nition.
A faulty node is a node that:

2 does not follow our protocol, or

2 can be impersonated by another node.

The ..rst part of the de..nition captures a node that is con-
trolled by an adversary or executes buggy code. The second
part of the de..nition is not obvious: we associate the notion
of faulty with that of malicious or harmful but in this case,
the behavior of the faulty node does involve any malice. The
faulty node can only be impersonated if, for example, its keys
have been compromised. We cannot guarantee communica-
tion with a faulty node like this.

A faulty link is a link that:

2 drops packets or

2 js incident to a faulty node.

The ..rst part of the de..nition is about links that have an
impaired underlying communication system.

Regarding the second part of the de..nition, we need to ob-
serve that a link that is incident to a faulty node can only
route packets either from or to this node. If the faulty node
has crashed, for example, then packets cannot be routed in ei-
ther direction of the link. If the faulty node is a subverted one,
then we would also like to avoid routing through this node,
therefore identifying its incident links as faulty is equivalent
from a routing robustness perspective to identifying this node
as faulty.

For performance reasons we would have liked to be able to
identify faulty routers. However, we cannot tell with certainty
whether a link or the downstream router is faulty, although we
do not preclude certain cases where this can happen. Another
reason is that a faulty router can invalidate its incident link
without provision from the protocol. Therefore, if a link is
detected to be faulty by our protocol, then one or more of the
following statements are true:

2 The upstream router is faulty.
2 The underlying physical communication system is faulty.
2 The downstream router is faulty.

The protocol can be seen as a combination of several com-
ponents, each of which is important for the protocol’s correct-
ness. These components are:

1. source routing,
2. destination acknowledgements,

3. timeouts,



4. fault announcements,
5. authentication,

6. reserved bugers,

7. sequence numbers, and

8. FIFO scheduling.

3.1 Overview of Operation

When the source router receives a packet, it ..rst appends a
source route to the packet. The source should therefore be
able to obtain such a route. This can be ensured if sources
are manually con..gured with a topological map of the net-
work or if routers perform topology discovery by “link state
routing”, for example. The source, then, appends a new se-
quence number to the packet, larger than any of the sequence
numbers that this source has used before. The source also
appends an authentication tag to the packet. The purpose
of this tag is to authenticate the packet to every downstream
router. Finally the source sets a timeout to receive either a
destination ACK or a fault announcement (FA) from a down-
stream router, for this packet, and forwards the packet to the
.rst such router.

When an intermediate router receives a data packet, it ver-
i..es the authenticity of the packet and makes sure that its
sequence number is larger than the sequence numbers that
this router has previously seen from the packet’s source. If
any of the checks fails, then the packet is dropped. If the
checks succeed, the packet is scheduled for transmission in
the appropriate outgoing link. When the packet is transmit-
ted, the router sets a timeout to receive either an ACK or an
FA for this packet.

When the destination receives a data packet it veri..es the
authenticity of the packet and makes sure that its sequence
number is larger than the sequence numbers that it has previ-
ously seen from the packet’s source. If any of the checks fails,
then the packet is dropped. If the checks succeed, it delivers
the packet (either to a higher level protocol or an attached
user) and schedules an ACK for transmission along the re-
verse of the path that the packet traversed. The ACK retects
the sequence number of the packet. The destination also ap-
pends an authentication tag to the ACK whose purpose is to
authenticate it to all upstream routers.

If the timeout at an intermediate router ..res, it schedules
for transmission to the upstream path an FA for the ..rst
downstream link. The FA refects the sequence number of the
packet and also bears an authentication tag, for authentica-
tion to the upstream routers.

When an intermediate router receives an ACK, it veri..es
its authenticity and that a timeout is pending for the corre-
sponding data packet. If the ACK is not authentic or a time-
out is not pending, it drops the ACK. Otherwise it cancels the
timeout and further forwards the ACK. When an intermedi-
ate router receives an FA, it veri..es its authenticity, it veri..es
that a timeout is pending for the corresponding data packet
and that the link reported in the FA is the ..rst downstream
to the node the generated it. If the FA is not authentic, a
timeout is not pending, or the link is not the downstream to

the router reporting it, then it drops the FA. Otherwise, it
cancels the timeout and further forwards the FA.

If the timeout at the source ..res, then it deletes the ..rst
downstream link from its topological map. It then calculates
a new path to the destination in this new map and reprocesses
the “failed” packet as if it were a new packet. If the source
receives an ACK, then it assumes successful delivery of the
packet. If the source receives an authentic FA, then it deletes
the link in the FA, provided that this is the downstream link
of the router that generated the FA. It then calculates a new
path to the destination in this new map and reprocesses the
“failed” packet as if it were a new packet.

3.2 Elaborating on Individual Components

We assume that each link has one a-priori reserved bugcer for
every source router in the network. This ensures that packets
are never dropped because of congestion. If we allowed pack-
ets to be dropped because of lack of available buwer space,
then FAs would also be pertinent to congested, rather than
inherently faulty, links. Reserved buwzers also protect against
traditional DoS in which malicious sources 3ood the network
with spurious packets.

Reserved buwcers are claimed through authentication and
sequence numbers. Authentication ensures that the reserved
buzer is allocated to its intended source. Monotonically in-
creasing non-wrapping sequence numbers safeguard against
replay. In a replay attack, an intermediate router stores au-
thentic packets and introduces them at a later time into the
network in order to “take out” new packets. In our proto-
col, new packets have larger sequence numbers and priority is
given to packets with larger sequence numbers.

ACKs provide feedback on whether a packet was suc-
cessfully delivered. Timeouts detect delivery failures. The
combined use of source routing, ACKs, authentication, re-
served burers, FIFO scheduling, monotonically increasing
non-wrapping sequence numbers and a timeout at the source
only, is succient to identify whether a path is faulty. Time-
outs at every intermediate router, in combination with FAs,
provide feedback on faulty links as well. This is helpful for
network management purposes and also aids the route selec-
tion process.

Timeouts are set as the worst-case round trip time to the
destination. With source routing the worst-case round trip
time to the destination is known to the source and every in-
termediate router.

We also note that FAs are only relevant to the source of
a data packet and are not to be interpreted by intermediate
routers. The reason is that faulty sources can trigger FAs for
non-faulty links, by routing packets simultaneously in over-
lapping routes.

Another requirement for the correctness of the protocol is
that the packet processing speed (which mainly consists of
verifying and generating authentication tags) should bound
the link bandwidth. This is further discussed in the following
section.



4 Authentication

Using digital signatures is the most straightforward authen-
tication mechanism. The computational overhead associated
with digital signatures is prohibitive however, especially since
authentication is required on a per-packet basis. Our proto-
col employs Message Authentication Codes (MACs), which
provide authentication for pairs of routers. Therefore, the
source of a data or control packet, has to authenticate it to
every downstream router separately. The authentication tag
bears a special structure to ensure that faulty routers can-
not trigger FAs for non-faulty links. Speci..cally, given a path
< 8,M1,...,Ni Ni+1,--.,t > the computation of the MAC for
node n; receives as input both the message and the MACs for
nodes n;+1,...,t. MACSs are therefore computed sequentially
from ¢ to ni. If the MAC for each node received as input
the message only, then if nq, for example, tampered with the
MAC of n;+1, then n;+; would have dropped the packet, as
not authentic, and n; would have generated an FA for link
(ni,mi+1), which is not faulty.

Protocol correctness requires the processing speed to bound
link bandwidth; otherwise packets would be dropped before
they are authenticated. Resources would therefore be denied
to those packets, and FAs would be triggered for non-faulty
links. An important parameter of the protocol is, therefore,
the link bandwidth that it can support. If digital signatures
were employed, then at most a few Mbps could be supported
(at a reasonable cost). MACs allow the protocol to support
bandwidth on the order of Gbps.

Packet processing mainly consists of verifying the authen-
ticity of the packet and generating either an FA or an ACK.
(FAs are generated upon reception of data packets and sched-
uled for transmission at a later time, if necessary.) If we
restrict the maximum permissible length to 10 hops, then at
most 11 MAC computations are required. Bandwidth is then
calculated by setting the time to compute 11 MACs equal to
the transmission time of one packet. A straightforward cal-
culation using performance measurements for the UMAC [1]
reveals that a moderate speed PC can support Gbps links.
The incremental cost of adding such a processor to each (di-
rection of a) link is small if compared to the cost of a Gbps
router.

5 Future Work

The protocol can be extended to accommodate multiple out-
standing packets per route, so as to ..Il the pipes and increase
throughput. Performance would also improve by a multi-tier
mechanism, with several classes of packets. The protocol pre-
sented in this paper will be used as the top-tier protection
mechanism for high priority packets and to detect faulty links.
At the lower levels it would be bene..cial from a performance
perspective to consider protected packets without fault de-
tection (to reduce the overhead of generating FAs) and un-
protected packets. Finally, we plan to develop a protocol to
isolate faulty routers, by blocking their tra¢c. This task is
non-trivial as the fault detection mechanism identi..es faulty
links rather than routers.
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